48 % 52 #. 513-525
202242 A 28 H

(LN 7N
High Voltage Engineering

Vol.48, No.2: 513-525
February 28, 2022

DOI: 10.13336/7.1003-6520.hve.20210150

I}

)I.

B YA N & i R 2 [P R 4RIk

Ao B, EOT, X =, BREFE, o
(kT kE8 A 586 2%%, kiV410114)

M)

B . ARSI AL, PR BORAE ) RGN AR 2] 7 R R . A S R
W) 24 S A B Pl KT )2 LG, R T A S T 2 A M RV, AR IR X £ i R Ll FL R PR AR
o FEISEH AT 280 (K 2 BT AP ETTRIT IE B 24 & B MBI (K 280, BRI AR 5507 RN T 28
T ) 22 Bkl i 4 T A UL, 3T T DR RO i b HE I B AL R T AL RS IRIE LA
Bl 3 R B AR o3 b iy 22 A e, B R SRIR 1R IR IO i BT IR B AT IR B K BERA 2 A I A [P G
Rk To Lk A5 B XU AN 230 MHz Jo 2% W15 P28 ey S A BB 9 BT s i Jm Sl A B 1 IR P2 ) S —
ARN T BER AR AE IR I 28 3 22 7 R ML

KR WM 2 INEAE; BURREA LA, W FEP S ARR LG, el

Review on Security of Power Internet of Things Terminals

SU Sheng, WANG Gan, LIU Liang, CHEN Qingqing, WANG Kun
(College of Electrical Engineering, Changsha University of Science and Technology, Changsha 410114, China)

Abstract: With the advancement of sensing technology and the miniaturization of sensors, the Internet of Things (IoT)
technology has been rapidly developed in the power system. Due to the large number, extensive interconnection, and de-
centralized distribution of the power distribution IoT terminals, they have jumped out of the scope of border security
protection, which has caused the terminals to become the main target and springboard for attacking the power grid. Firstly,
combined with the power IoT architecture, the terminal security challenges are summarized from the aspects of software,
hardware, communication, etc., the terminal risk characteristics are further summarized, and the protection mechanism
deployed to deal with the terminal risk is analyzed and its shortcomings are presented. Then, according to the existing
protection vulnerabilities, the terminal security issues are analyzed, the encryption and authentication issues, data privacy
security, time synchronization attack, malicious base station attack are focused on, and the communication block attack of
230 MHz power IoT terminal and their corresponding protection research are reviewed. Finally, the applications of new
generation Al technologies such as deep learning in the security of IoT terminals are reviewed and prospected.
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