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ABSTRACT: As a cyber-physical power system (CPPS) that

integrates real-time information and energy, accurate
identification of false data injection attacks (FDIAs) is essential
to ensure the secure and stable operation of the CPPS. To
achieve accurate and efficient day-ahead load forecasting,
Kendall's tau-b coefficient is first used to quantify the values of
data types, and weighted grey relational analysis is introduced
to select similar days. Then, a day-ahead load forecasting
model based on the least squares support vector machine
(LSSVM)

adaptively with the system's state variables obtained from

is established. The predicted load is mixed

power flow calculation and unscented Kalman filter (UKF)
dynamic state estimation. Finally, an attack detection index
(ADI) is proposed based on the deviation between the mixed
prediction values and static estimation values. FDIAs are
detected based on the distribution of ADI. If FDIAs are
detected, the mixed prediction state variables are used to
correct the measured values at that time. The effectiveness and
feasibility of the proposed method are verified through
simulations on the IEEE-14 and IEEE-39 node systems.

KEY WORDS: cyber-physical power system; weighted grey
correlation analysis;untraced Kalman filter; least squares
support vector machine; false data injection attacks;attack

detection index
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Table 2 Similar days selected by correlation analysis
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Fig. 3 Comparison of different daily load curves
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