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Fig. 1 Distribution of industries involved in APT report
released in first half of 2021
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Fig.2 Framework of intelligent sensing system for cyber
security incidents of new power system
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Fig.3 Framework of precise protection for
new power system
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Fig.4 Coordinated disposal architecture of cyber attack
on power system
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Challenges and Prospects of Cyber Security Protection for New Power System

ZHOU Jz'eyingl , ZHANG Xiao', SHAO Lisong”, YING Huan®
(1. National Power Dispatching and Control Center, State Grid Corporation of China, Beijing 100031, China;
2. NARI Group Corporation (State Grid Electric Power Research Institute), Nanjing 211106, China;
3. China Electric Power Research Institute, Beijing 100192, China)

Abstract: Constructing the new power system is an important development direction of national energy strategy of China, and
ensuring the cyber security of the new power system is very significant. First, this paper deeply analyzes the cyber security risks
introduced by the changes in the power supply structure, grid form, business model, and technical basis in the environment of the
new power system. Then, combined with the existing cyber security protection measures, the cyber security protection
requirements for the new power system are proposed in terms of trusted access, intelligent perception, precise protection and
linked response. Finally, the key technologies of future new power system cyber security involving access security, endogenous
security, data security, communication security, security assessment and simulation verification and other key research and
application directions are discussed and prospected.
This work is supported by State Grid Corporation of China (No. 5108-202325046A-1-1-ZN).
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