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A detection method of electricity theft behavior based on an SE-CNN model

XIA Rui, GAO Yunpeng, ZHU Yanqing, OUYANG Bo, WU Cong
(College of Electrical and Information Engineering, Hunan University, Changsha 410082, China)

Abstract: There is a problem that the existing electricity theft detection of traditional power grids only uses a single
amount of electricity and the detection accuracy is low under the actual dataset. Thus a method of electricity theft
behavior detection based on a channel attention network improved convolutional neural network model is proposed. First,
a multi-source data fusion electricity theft evaluation index system is established. This includes the trend of electricity
consumption, the growth rate of line loss, and the terminal alarm, so as to construct the user's electricity consumption
feature set. Then, the convolutional neural network (CNN) model is optimized based on the channel attention squeeze and
excitation networks (SENet). Thus an electricity theft detection method based on an improved CNN model of the adaptive
channel attention network is constructed. Finally, the dataset of the China Southern Power Grid is used to verify the
validity and accuracy of the proposed method. Actual measurement results show that the proposed method can effectively
realize the accurate detection of various electricity theft behaviors in the actual power grid situation, and the established
evaluation index system can more clearly characterize the electricity theft behavior rules. The constructed electricity theft
detection model can adaptively adjust the importance of feature channels to improve channel utilization. Compared with
existing detection methods, it has higher accuracy and better generalization ability.
This work is supported by the National Natural Science Foundation of China (No. 51777061).
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Fig. 1 Electricity theft evaluation index system
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Fig. 2 Topological diagram of supply lines and users
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Fig. 5 SE-CNN electricity theft behavior detection model
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Table 2 SE-CNN model parameter setting

LA ONIN 3x3
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SENet #H 1

HSH 16

Dropout 1 0.5

E K 1.0x107°
Ik K Epochs=1000

Batch size=1

6 SE-CNN iR MR R SRag 2 ]
Fig. 6 Experimental flow chart of SE-CNN

electricity theft detection model
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Table 4 Confusion matrix in detection of electricity theft
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Table 5 Experimental results of the SE-CNN method

. . Wgrtbdl  Pigktedl gL IIgkEk
NN . . . .
N 50% N 60% N 70% N 80%
AUC 0.999525 099978  0.999724  0.999 695
Recall 0.997086  0.993927  0.994494  0.994 172
F 0.997086  0.993928  0.994495  0.994 174
Mar@100 1 1 1 1
Mar@200 1 1 1 1
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Fig. 7 Confusion matrix diagram of SE-CNN model
predicting electricity theft
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Algorithm 1 SE-CNNZiZ

DN

[ N7 | B NN

BN
FR%E:

vlléjﬁ% D= Jld], dz, Y dm}
JEYEER L= {1, b, -, I}

#Data processing

Input_train = Input [0:Input.len * 80%)]
Lable_train = Input [0:Input./en * 80%]

#Train
‘While (epoch ) do

End
#Test

len = input_train./en / batch_size
i=0
While (i 1= len ) do

#Forward propagation
#Calculate the loss value

#Backward propagation
Loss.Backward
#Parameter update

Optimizer.step( )
i=it+1

End
epoch = epoch — 1

Output_train = Netword (Input_train[i * batch_size : (i + 1)* batch_size]

Loss = binary_crossentropy(Lable_train[i*batch_size : (i + 1) * batch_size], Output_train)

HiH: Output_test = Network(Input [Lable.len * 80%:Input.len])

9 SE-CNN EZRIfAHED
Fig. 9 Pseudo-code of SE-CNN algorithm
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Table 6 Results of different electrical theft detection methods

YIZREHE LAl (Training ratio) v 60%

BRE A
XGboost SVM CART RS LM #1224 CNN
ik
AUC 0.737 136 0.720 840 0.752 144 0.808 319 0.914 406 0.999 780
Recat 0.905 983 0.905 983 0.905 982 0.897 436 0.915 254 0.993 927
F 0.861 293 0.861 292 0.861 293 0.901 221 0.912 398 0.993 9281
MAP@100 0.739 858 0.634 052 0.619 652 0.820 141 0.821 086 1
MAP@200 0.739 464 0.632 530 0.618 028 0.793 706 0.821 086 1
I 2544 LBl (Training ratio) v 80%
VR HRAR A
XGboost SVM CART RS LM #1282 CNN
5k
AUC 0.865 385 0.766 484 0.809 066 0.810 440 0.901 631 0.999 695
Recal 0.881 356 0.881 356 0.881 356 0.881 356 0.932 203 0.994 172
Fy 0.825 775 0.825 775 0.825 775 0.884 735 0.919 899 0.994 173
MAP@100 0.689 652 0.705 129 0.731 685 0.815 190 0.816 590 1
MAP@200 0.689 653 0.705 129 0.731 685 0.815 192 0.816 590 1
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