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Research on cloud-side communication mapping of the distribution internet of
things based on MQTT protocol
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Abstract: There are problems in the distribution Internet of Things (D-IoT), such as difficult maintenance, weak
monitoring and poor interoperability of devices. Based on IEC 61850, the information model and information exchange
method of Intelligent Electronic Devices (IEDs) are standardized. This can realize the interconnection,
intercommunication, plug and play and data fusion of devices. This paper analyzes the communication scenarios and
requirements between a cloud master station and edge devices in the D-IoT, studies the implementation method of
IEC 61850 abstract communication service mapping based on the lightweight MQTT (Message Queuing Telemetry
Transport) communication protocol, and establishes a subset of IEC 61850 communication for information interaction
between the cloud master station and edge devices. A test platform is built, and the feasibility of the mapping method is
verified through functional and performance experiments. The communication mapping of IEC 61850 based on MQTT
can realize the interconnection and intercommunication of the cloud master station and edge devices in the D-IoT.
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Fig. 1 A schematic diagram of the communication

process under three QoS
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Fig. 2 Mapping of IEC 61850 to MQTT protocols
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Server
V1/GetServerDirectory/Request Subscribe+Publish 1
GetServerDirectory V1/GetServerDirectory/Response
Logical Device
GetLogicalDeviceDirectory V1/{LDs}/GetLogicalDeviceDirectory/Request Subscribe+Publish 1
V1/ {LDs}/GetLogicalDeviceDirectory/Response
Logical Node
GetLogicalNodeDirectory V1/{LDs}/{LNs}/GetLogicalNodeDirectory/Request Subscribe+Publish 1
V1/{LDs}/{LNs}/GetLogicalNodeDirectory/Response
GetAllDataValues V1/{LDs}/{LNs}/GetAllDataValues/Request Subscribe+Publish 1
V1/{LDs}/{LNs}/GetAllDataValues/Response
Data
GetDataValues V1/{LDs}/{LNs}/GetDataValues/Request Subscribe+Publish 1
V1/{LDs}/{LNs}/GetDataValues/Response
SetDataVaules V1/{LDs}/{LNs}/SetDataVaule Publish Oorlor2
GetDataDirectory V1/{LDs}/{LNs}/GetDataDirectory/Request Subscribe+Publish 1
V1/{LDs}/{LNs}/GetDataDirectory/Response
GetDataDefinition V1/{LDs}/{LNs}/GetDataDefinition/Request Subscribe+Publish 1
V1/{LDs}/{LNs}/GetDataDefinition/Response
DataSet
GetDataSetValues V1/{LDs}/{LNs}/GetDataSetValues/Request Subscribe+Publish 1
V1/{LDs}/{LNs}/GetDataSetValues/Response
SetDataSetValues V1/{LDs}/{LNs}/SetDataSetValues Publish Oorlor2
GetDataSetDirectory V1/{LDs}/{LNs}/GetDataSetDirectory/Request Subscribe+Publish 1
V1/{LDs}/{LNs}/GetDataSetDirectory/ Response
File
GetFile V1/GetFile/Request Subscribe+Publish 2
V1/GetFile/Response
SetFile V1/SetFile Publish 2
GetFileAttributeValues V1/ GetFileAttributeValues/Request Subscribe+Publish 2
V1/ GetFileAttributeValues/Response
Control
Select V1/{LDs}/{LNs}/Select/Request Subscribe+Publish lor2
V1/{LDs}/{LNs}/Select/Response
SelectWithValues V1/{LDs}/{LNs}/SelectWithValues/Request Subscribe+Publish lor2
V1/{LDs}/{LNs}/SelectWithValues/Response
Operate V1/{LDs}/{LNs}/Operate Publish lor2
Setting group control block
SetEditSGValue V1/{LDs}/{LNs}/SetEditSGvalue Publish lor2
GetEditSGValue V1/{LDs}/{LNs}/GetEditSGvalue/Request Subscribe+Publish lor2
V1/{LDs}/{LNs}/GetEditSGvalue/Response
SelectActiveSG V1/{LDs}/{LNs}/SelectActiveSG Publish 2
Reporting and logging
BRCB
Report V1/{LDs}/{LNs}/BRCB/Report Subscribe+Publish lor2
GetBRCB Values V1/{LDs}/{LNs}/GetBRCBValues/Request Subscribe+Publish 1
V1/{LDs}/{LNs}/GetBRCBValues/Response Subscribe+Publish 1
SetBRCB Values V1/{LDs}/{LNs}/SetBRCBValues Publish lor2
URCB
Report V1/{LDs}/{LNs}/URCB/Report Subscribe+Publish lor2
GetURCBValues V1/{LDs}/{LNs}/GetURCBValues/Request Subscribe+Publish 1
V1/{LDs}/{LNs}/GetURCBValues/Response Subscribe+Publish 1
SetURCBValues V1/{LDs}/{LNs}/SetURCBValues Publish Oorlor2
Additional Services
Associate Connect
Release Disconnect
Disconnect

Abort
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F V1/{LDs}/{LNs}/ GetAllDatatValues/Request V1/{LDs}/{LNs}/ GetAllDataValues/Response
FEPSEES {"confirmed-RequestPDU": { {"confirmed-ResponsePDU": {
"invokeID": "123", "invokeID": "123",
"ConfirmedServiceRequest": { "ConfirmedServiceResponse": {
"read": { "read": {
"-specificationWithResult": "false", "listOfAccseeResult": {
"variableAccessSpecification": { "AccessResult": {
"listOf Variable": { "success": {
"SEQUENCE": { "structure": {
"variableSpecification": { "Data": [
"name": {"domain-specific": { { "structure": { "Data": [{ "integer": "1" },
"domainld": "CONTROL", { "strings":"0000000000000" },
"itemId": "GGIO1" }} }, { "utc-time": "017215E30000001F" } 1}},
"alternateAccess": { {"structure": {"Data": [{ "strings": "10" },
"CHOICE": { { "strings": "0000000000000" },
"unnamed": { { "utc-time": "017215E30000001F" }]}}],
"selectAlternateAccess": "Htext": " [....... 1"
{"accessSelection": { "component": "ST" } I }
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