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Abstract: Distribution network data security is an important guarantee for its safe and stable operation. In order to ensure
the security of distribution network data, this paper proposes a data transmission security scheme for distribution network
based on hybrid cryptosystem. This solution combines the SM4 and SM2 algorithms to improve data security. By
encrypting packets using the SM4 algorithm, a higher encryption efficiency is achieved. By using the SM2 algorithm to
encrypt the secret key of the SM4 algorithm, the security is improved and the security is reduced. storage. The numerical
simulation results show that this scheme can effectively complete the encryption and decryption of data. Compared with
the RSA algorithm, the encryption speed is fast and the memory consumption is low. This solution can improve the
security of data transmission, improve the encryption efficiency, reduce the memory overhead, and has broad application
prospects.
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Fig.1 Data encryption scheme deployment of
intelligent distribution network
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Fig.2 Deployment topology between distribution
terminals and protective devices
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Table.1 Data tables in the process of mixed cipher
encryption

Table.2 Comparison of SM2 and RSA algorithms

Algorithm Encrypt Decrypt
(ms/time) (ms/time)

1024-bit RSA 65. 1 17. 4

256-bit SM2 52.5 94.1
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